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Case Analysis Assignment

Overview: In law school, you will read many cases. You will need to identify different types of information in
a case in order to describe it in a lawyerlike way. Here are some categories of information to think about as you
read the case and answer the questions:

Facts: What happened (e.g., what was the defendant’s bad conduct)? What were the facts closely
connected to the legal issue(s)? Are some facts more important than others concerning the court’s analysis of
the legal issue(s)?

Procedural history: What court issued this opinion? Is the case you’re reading a trial court’s opinion
or an appellate court’s? For example, did the case start at the county/trial court and then get appealed to the
Illinois Appellate Court? Was a decision of the lllinois Appellate Court then appealed to the Illinois Supreme
Court? What did each court decide on the legal issue(s) (for example, did Illinois Appellate Court agree or
disagree with the trial court’s decision?)? Was there a particular type of motion mentioned in the case (e.g.,
motion to dismiss a complaint, motion for summary judgment) or was this simply a general appeal of the court’s
decision?

Rules: Rules are general principles applicable to a variety of situations. For example, if a criminal
statute describes elements of a particular crime, you can assess a variety of situations to assess whether all of the
required criminal elements were satisfied.

Holding: This is the court’s decision on a legal issue. Determine the holding of each court (e.g., trial
court’s holding vs. appellate court’s holding)

Reasoning: This is the court’s explanation for why it held the way it did. As you read the case, think
about the court’s legal conclusion/holding and try to describe the court’s key reasoning for why it held the way
it did.

Instructions: Read the attached case: People v. Janisch. 966 N.E.2d 1034 (11l. App. Ct. 2012) and answer the
following questions. (I will ask you thesc questions during our discussion, and there is nothing to turn in.)

1. s this a federal or state case?

(S8

Is this a trial court or appellate court decision?

3. What happened at the trial court level?

4. Did the appellate court affirm the trial court’s decision?

5. Why?

6. Indicate the crime defendant was convicted of (provide the name of the crime and statutory citation
(e.g., ILCS info).!

"It looks like the Illinois statute on tampering has changed a little since this 2012 decision. If you are interested



7. Briefly, what was defendant’s bad conduct?
8. How did the police catch the defendant?

9. There was an issue about whether defendant had violated the computer tampering statute.
Defendant had accessed the victim’s Flotmail account, and defendant argued that this wasn’t
tampering with a computer owned by the victim. In your own words, can you briefly describe why
the court seemed to reject this argument?

in looking up the current statute, you can google search 720 ILCS 5/17-51
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The PEOPLE of the State of Illinois,
Plaintiff-Appellec,
V.
Barbara JANISCH, Defendant-
Appellant.

No. 5-10-0150.
Appellate Court of Illinois,
Fifth Distriet.

March 2, 2012,

Background: Defendant was convieted by
jury in the Cireuit Court, Madison County,

966 NORTH EASTERN REPORTER, 2d SERIES

Kyle Napp, J., of with computer tampering
under the Computer Crime Prevention
Law. Defendant appealed.

Holding: The Appellate Court, Golden-
hersh, J., held that evidence sufficiently
supported conviction, even though defen-
dant did not use victim’s computer device.

Affirmed.

Telecommunications <1348

Evidence sufficiently supported con-
viction for computer tampering under the
Computer Crime Prevention Law, even
though defendant did not use victim’s com-
puter device; defendant accessed victim's
data by entering his e-mail account by
using his password without permission.
720 ILCS 5/16D-2(a) (2008 Bar Ed.); 720
ILCS 5/16D=3(a)(2) (2006 Bar Ed.).

Stephen B. Evans and Katherine B.
Schierholz, Evans Partnership, St. Louis,
MO, for Appellant.

Thomas D. Gibbons, State’s Attorney,
Edwardsville (Patrick Delfino, Director,
Stephen E. Norris, Deputy Director, and
Jennifer Camden, Staft Attorney, Office of
the State’s Attorneys Appellate Prosecu-
tor’s, of counsel), for the People.

OPINION

Justice GOLDENHERSH delivered the
judgment of the court, with opinion.

91 Defendant, Barbara Janisch, was
charged in the circuit court of Madison
County with computer tampering under
the Computer Crime Prevention Law (720
ILCS 5/16D-3(a)(2) (West 2006)). After
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trial, the jury returned a verdict of guilt
and the circuit court entered a judgment
on the verdict. On appeal, defendant rais-
es issues as to whether the actions of the
defendant as supported by the evidence
constituted computer tampering (720 ILCS
5/16D-3(a)(2) (West 2006)). We affirm.

12 FACTS

13 In June 2007, defendant and Michael
Brumitt were in the midst of an ongoing
dispute over child support. They had been
divorced for over a decade.

14 In June 2007, Brumitt’s wife, Juani-
ta, viewed one of his e-mail accounts and
saw a message from a “Misty Reynolds”
suggesting a follow-up to a romantic inter-
lude. A similar message from Misty was
sent to Brumitt’s MySpace account. Sus-
pecting that defendant had sent the mes-
sages under the pseudonym of Misty, Jua-
nita sent a message to the sender, who
replied that Brumitt was involved in an
extramarital affair.

15 Juanita suspected that “Misty” had
access to Brumitt's e-mail account ending
with @hotmail.com. The e-mails from
Misty referred to information Brumitt had
put in other e-mails sent {rom his account,
including his salary and his attendance at a
recent company dinner in Texas. In addi-
tion to the c-mails from Misty, Juanita
testified that she believed someone had
accessed Brumitt’s e-mail account and sent
a personal e-mail between Brumitt and
Juanita to everyone on Brumitt’s contact
list. Juanita contended that the e-mails
caused persona) turmoil for her and Brum-
itt, both in their marriage and for Brumitt
at work.

16 Brumitt testified that he had logged
into his Hotmail account from various loca-
tions, including home, work, and wireless
rooms, and that Juanita and his son, the
subject of the child support dispute, were
the only other people whom he told of his

password. According to Brumitt, the e-
mails from Misty contained direct quotes
of e-mails he had sent to Juanita. Brumitt
admitted that defendant never physically
touched his home computer.

917 Defendant’s mother, Euple Sullivan,
had Internet service from Charter and a
“Yahoo!” e-mail account in 2007. Sullivan
testified that she never e-mailed Brumitt
but that anyone who lived at her house
was allowed to use her computer. Defen-
dant was staying at Sullivan’s house in
June 2007.

9 8 Detective David Vucich of the Madi-
son County sheriff’s department subpoe-
naed Internet Protocol (IP) logs and sub-
scriber information for Brumitt's e-mail
address ending with @hotmail.com
through Microsoft Network (MSN). After
reviewing these documents, Detective Vu-
cich subpoenaed records from Charter
Communications for an IP address that
recurred throughout the logs of entry into
Brumitt's account. The IP address was
registered to Euple Sullivan.

9 Detective Vucich then subpoenaed
Yahoo! for records on the e-mail accounts
that had sent the e-mails. The IP address
for these accounts was the same one that
was registered to Sullivan and had been
used for entry into Brumitt’s account. De-
tective Vucich concluded that the person
sending the e-muails was also doing so from
Sullivan’s home.

910 Defendant was charged with com-
puter tampering. 720 ILCS 5/16D-3(a)(2)
(West 2006). The charge alleged that
“defendant, knowingly and without author-
ization of Michael Brumitt, accessed com-
puter data from his MSN hotmail email
account and thereby obtained data from
the MSN hotmail aceount.”

711 At trial, the jury was instructed:
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“To sustain the charge of computer
tampering, the State must prove the
following propositions:

First Proposition: That the defen-
dant knowingly accessed data; and

Sccond Proposition: That the defen-
dant obtained data; and

Third Proposition: That the defen-
dant acted without the authorization of
the computer’s owner; and

Fourth Proposition: That the defen-
dant knew she acted without the author-
ization of the computer’s owner.”

112 After trial, a jury returned a verdict
of guill. The court entered a judgment on
the verdict and ordered defendant to pay a
fine and perform community service.

113 Defendant appeals.

714 ANALYSIS

915 The issues on appeal concern the
interpretation of the Computer Crime Pre-
vention Law. 720 ILCS 5/16D-3 (West
2006). Although defendant phrases her
issue on appeal in terms of whether the
State presented evidence regarding the el-
ements of a crime, the strength of the
circumstantial evidence is not in question.
Instead, on appeal the issue is whether by
entering Brumitt's e-mail account without
his authorization, defendant violated the
law regarding computer tampering.

116 Defendant was charged with com-
puter tampering. 720 ILCS 5/16D-3(a)(2)
(West 20006). At the time of the relevant
conduct, section 16D-3(a)(2) read:

“(a) A person commits the offense of
computer tampering when he knowingly
and without the authorization of a com-
puter's owner, as defined in Section 15-2
of this Code, or in excess of the authori-
ty granted to him:

® & ok

(2) Accesses or causes to be ac-
cessed a computer or any part there-
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of, or a program or data, and obtains
data or servieces[.]” 720 ILCS 5/16D-
3(a)(2) (West 2006).

117 Undoubtedly, the defendant ob-
tained data. The Computer Crime Pre-
vention Law defines “data”:

“(¢) ‘Data’ means a representation of
information, knowledge, facts, concepts
or instructions, including program docu-
mentation, which is prepared in a for-
malized manner and is stored or pro-
cessed in or transmitted by a computer.
Data shall be considered property and
may be in any form including but not
limited to printouts, magnetic or optical
storage media, punch cards or data
stored internally in the memory of the
computer.” 720 ILCS 5/16D-2(c) (West
2006).

918 Defendant turns to other terms.
First, defendant contends that she did not
access Brumitt’s “computer.” Defendant
argues that a computer is a physical ob-
ject. The Computer Crime Prevention
Law offers this definition:

“(a) ‘Computer’ means a device that ac-

cepts, processes, stores, retrieves or out-

puts data, and includes but is not limited
to auxiliary storage and telecommunica-
tions devices connected to computers.”

720 ILCS 5/16D-2(a) (West 2006).

A device, argues defendant, must be a
physical object and defendant never ac-
cessed the physical objeet that is Brumitt's
personal computer.

%19 Under the plain language of the
statute, what is “accessed” need not be the
computer itself. Paragraph (2) does not
limit violations to instances where a defen-
dant accesses or causes to be accessed “a
computer or any part thereof.” 720 ILCS
5/16D-3(a}(2) (West 2006); see Deng wv.
Sears, Rocbuck & Co., 552 F.3d 574, 575
(7th Cir.2009) (disgruntled employee ac-
cessed “computer”). The requirements of
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paragraph (2) may also be met if a defen-
dant “lajccesses or causes to be accessed
* * * data, and obtains data.” 720 ILCS
5/16D-3(a)(2) (West 2006).

7120 In the case at hand, the “data” is
discernable. It is the information in
Brumitt's personal e-mails that defendant
accessed by entering into his account by
using his password without permission.
After defendant was charged, the General
Assembly amended the statute to include
the accessing of “a computer network.” 720
ILCS 5/16D-3 (West 2008); Pub. Act 95-
326, § 5 (eff. Jan. 1, 2008).

121 Defendant argues that a simple ac-
cess of data is insufficient as the language
in paragraph (a) requires the access to be
“without the authorization of a computer’s
owner.,” 720 ILCS 5/16D-3(a) (West
2006). Defendant argues that the “com-
puter” on which Brumitt's e-mail account
was located was owned not by Brumitt, but
most likely by MSN or an affiliated compa-
ny. Defendant asserts that, in the least,
the State would have to present evidence
that MSN’s authorization was dependent
on Brumitt’s permission, as the account
holder.

1122 Even assuming that the “computer”
in question is the one that facilitates Web
service on the behalf of the Internet pro-
vider, MSN, Brumitt qualifies as “a com-
puter’s owner, as defined in Section 15-2
of this Code.” 720 ILCS 5/16D-3(a) (West
2006). Defendant misconstrues ownership
under the statute with traditional analysis
of property rights. For purposes of com-
puter tampering, ownership of a computer
is much broader. Section 15-2 provides
the operative definition:

“§ 15-2, Owner. As used in this Part

C, ‘owner’ means a person, other than

the offender, who has possession of or

any other interest in the property in-
volved, even though such interest or
possession is unlawful, and without

whose consent the offender has no au-

thority to exert control over the proper-

ty.” 720 ILCS 5/15-2 (West 2006).

Even in regard to any physical device that
facilitated the Web-based service provided
by MSN, Brumitt was an owner for pur-
poses of section 15-2. Actual possession is
not neeessary as “any other intervest in the
property involved” is sufficient.

%23 The State draws an apt analogy to
the law of burglary. People v. Rothermel,
88 IN2d 541, 546, 59 IlLDee. 93, 431
N.E.2d 378, 380 (1982). In Rothermel, the
defendant was charged with entering with-
out authority the residence of two individu-
als named Goldsberry and Isaacs. The
defendant argued that he was entitled to a
directed verdict because the evidence indi-
cated that Goldsberry and Isaacs did not
own the residence, but had merely been
given a key in order to watch the residence
while the residence’s owner was in the
hospital.

%24 Initially, Rothermel noted that the
definition of burglary had evolved. Roth-
ermel stated:

“An allegation of ownership was at
one time indispensable in charging bur-
glary. (People v. Picard (1918), 284 Il
588, 591, 120 N.E. 546; People v. Walker
(1955), 7 111.2d 158, 161, 130 N.E.2d 182;
People v. Mosby (1962), 25 I11.2d 400,
185 N.E.2d 152)) The court, however,
began to recognize that the requirement
of ownership had become ‘an empty for-
mality.” (People v. Stewart (1961), 23
I1L.2d 161, 168, 177 N.E.2d 237.) Failure
to allege ownership no longer bars a
conviction as long as the defendant was
not harmed in preparing a defense.
(People v. Gregory (1974), 59 I11.2d 111,
319 N.E.2d 483; People v. Bailey (1980),
80 TLApp.3d 242, 35 Ill.Dec. 658, 399
N.E.2d 724; Pcople v. Viar (1971), 131
1L.App.2d 983, 268 N.E.2d 872; People
v. Buker (1975), 33 Ill.App.3d 898, 338
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N.E.2d 565.) Our courts have previous-
ly held that, in lieu of proving owner-
ship, the right to possession and occu-
pancy in another must be shown as
against the accused. (People v. Foster
(1964), 30 Ill.2d 106, 195 N.E.2d 700;
People v. Lymore (1962), 25 I11.2d 305,
307, 185 N.E.2d 158; In re G.L. (1979),
73 NLApp.3d 467, 470, 29 Ill.Dec. 425,
391 N.E2d 1108; Feople v. Apple
(1968), 91 Il.App.2d 269, 233 N.E.2d
440; People v. Collins (1970), 123 Il
App.2d 138, 260 N.E.2d 30.) The re-
quirement of ownership was further
modified so that oecupancy or possession
of the premises had to be alleged in
someone other than the accused. (Peo-
ple v. Whittaker (1970), 45 111.2d 491, 259
N.E.2d 787, People v. Griffin (1973), 16
1L App.3d 355, 306 N.E.2d 59.) In In re
W.S. (1980), 81 I11.2d 252, 42 Ill.Dec. 140,
408 N.E.2d 718, this court found the
requirement of proving the corporate
existence of the owner to be unneces-
sary. Upholding a theft offense, the
court said that ‘* * * it need only be
shown that someone other than the ac-
cused possessed or held an interest in
the property * * * 81 Ill.2d 252, 257,
42 Ill.Dec. 140, 408 N.E.2d 718.” Roth-
ermel, 88 111.2d at 54546, 59 Ill.Dee. 93,
431 N.E.2d at 380.

125 Nonetheless, Rothermel proceeded
to note the merits of requiring allegations
of an ownership interest by an alleged
victim. An allegation of ownership allows
an accused to prepare for trial, protects
against double jeopardy, and ensures that
someone other than the defendant has a
superior interest in the premises. Rother-
mel, 88 I1l.2d at 546, 59 Il.Dec. 93, 431
N.E.2d at 380-81.

126 Rotherneel concluded that a liberal-
ly construed concept of ownership provid-
ed these protections. Rothermel, 88 111.2d
at 54647, 59 1ll.Dec. 93, 431 N.E.2d at 381

(citing People v. Tute, 87 111.2d 134, 150, 57
Il.Dee. 572, 429 N.E.2d 470, 479 (1981)).
The allegation in the complaint that one of
the complainants had possession of a key
was “sufficient to demonstrate that her
interest was greater than that of the de-
fendant.” Rothermel, 88 I11.2d at 547, 59
Ill.Dec. 93, 431 N.E.2d at 381. Like defen-
dant in the case at hand, Rothermel was
not prejudiced in preparing a defense and
should not be heard to claim surprise at
the charge.

127 Ownership under the computer-
tampering statute is equivalent to the re-
quirements for pleading set forth in Koth-
ermel. Brumitt stood in the same relation
to defendant as the key holder did to the
defendant in Rothermel. The metaphor of
a key holder fits directly with that of an e-
mail account holder. In language fitting
the case at hand, Rothermel explained:

“The defendant is not aided by a rigid
insistence on artificial allegations. (Peo-

ple v. Whittaker (1970), 45 111.2d 491, 259

N.E.2d 787; People v. Peck (1963), 29

I11.2d 480, 194 N.E.2d 245.) A possesso-

ry interest for the purposes of describ-

ing a criminal violation is not the same
as a possessory interest as defined by

traditional property law standards. (4

G. Thompson, Real Property sec. 1770 ef

seq. (repl. ed. 1979); R. Brown, Personal

Property sec. 1.5 (3d ed. 1975).) We have

moved away from defining a possessory

interest in the criminal law context as
having a real or personal interest in
property to a definition that requires
only that the interest be greater than

that of the defendant.” Rothermel, 88

IL.2d at 547, 59 Ill.Dec. 93, 431 N.E.2d

at 381,

Brumitt held such an interest in relation to
defendant and did not authorize defen-
dant’s access to the data.

7128 The plain language of the statute
clearly informed of the elements of the
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offense and the authorization that would
defeat a charge of computer tampering.
Defendant would not have been guilty of
computer tampering if she had had Brum-
itt’s authorization to access the data.

129 Accordingly, the judgment of the
circuit court is hereby affirmed.

130 Affirmed.

Justices CHAPMAN and WEXSTTEN
concurred in the judgment and opinion.
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Background: Credit cdrd issuer’s Yssign-
ee brought action seeling confirmatiyn of
contract-based arbitrafion award in assign-
ee’s favor against cafdholder for amougt
allegedly due on credjt card account. Car
holder filed answer|asserting affirmative
defenses and counterclaims. The Circuit
Court, Caok County, Leon Wool, J., dis-
missed all five counts of cardholder’s coun-
terclaim with prejydice, ruled cardholder’s
affirmative defens¢s were unavailable in a
proceeding to donfirm an arbitration
award, and granfed assignee’s motion to
confirm award. Cardholder appealed.
Holdings: The “Appellave Court, Garcia,
J., held that:

older’s counterclaims were not

contract-based
grounds of fraud
holder's claim, rais
issuer’s assignee td
award against cardho
on card account, that Yarbitration proceed-
ings initiated by asglgnee had been a
fraud. 9 U.S.C.A. §§/10\ 12.

ppliefl to credit card-
d i action by card

bnfirm  arbitration
i' for amount owed

2. Appeal and Errof &N79

a partyy’s brief without
ay be Ueemed waived.

Points raised i
relevant authority

3. Alternative Digspute Resplution <357

Appkllate review of an invo]untar)\
dismissal Yased upon certain defects or
defenses is de novo. S.H.A. 735 ILCS 5/2-
619.



